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How Novel UPS, FedEx, and DHL Phishing Attacks

Evaded Antivirus Protection

In April 2020, Votiro's Research Team discovered a malicious
macro that delivers a Dridex malware payload hiding in Microsoft

Excel spreadsheets delivered via phishing emails appearing to be
from UPS, FedEx, and DHL. The Excel spreadsheet includes an
obfuscated macro that launches PowerShell in hidden mode and
downloads the payload from geronaga.com, a website that is
registered with a Chinese website. The IP address on this website,
at the time when this attack was identified, pointed to a server in
Russia.

Upon opening the file, which is a multi-threat document, the user
has no insight into the automatic execution of the macro. The
hacker is using a tool called Evil Clippy to hide the macro from
being viewed or analyzed by static analysis tools. Evil Clippy is a
cross-platform assistant for creating malicious Microsoft Office
documents. This tool was released during a BlackHat Asia talk on
March 28, 2019.

Once the file is opened, and the user either enables editing or
clicks on the link within the Excel to “View & Pay the Invoice,” it
executes an obfuscated PowerShell command that downloads the
payload from a website and executes ransomware.

This attack is a multi-staged attack—using a sophisticated
technique that evades email protection software and using
advanced tactics that make it look like it came from these UPS,
FedEx, and DHL shipping companies in separate messages.


https://www.us-cert.gov/ncas/alerts/aa19-339a
https://github.com/outflanknl/EvilClippy
https://www.youtube.com/watch?v=9ULzZA70Dzg

Who Is Affected:

People and businesses - even people who are aware of phishing emails - are susceptible to this email campaign. This
email campaign was missed by SaaS email protection providers because the macro was hidden and because the macro
was novel and not included in existing threat signature databases. As of 2pm ET on May 5th, 2020 - weeks after the first
campaign - VirusTotal reported several email protection and antivirus services that would still miss the UPS and FedEx
email. This improves the chances that the attack makes it to business and personal inboxes.

The attacker wanted to make a phishing email appear as if it came from either FedEx, UPS, or DHL by injecting their servers into
the header of the messages. Even a well-trained person could be fooled by this phishing attack, as it makes the email
sender appear to bhe legitimate.

If an unsuspecting person received one of these legitimate-looking emails with a Microsoft Excel spreadsheet attached, it is highly
likely that they would open the attached Excel spreadsheet and compromise their systems.



About the Attacks

In the linked video, Votiro Director of Engineering - North America, Rich

Hosgood, dissects the UPS, FedEx, and DHL emails and Excel Attachments.



https://votiro.com/blog/webinar-how-fedex-ups-dhl-customers-were-tricked-by-an-advanced-phishing-campaign/

UPS Phishing Email

This message contained server names as if it originated
directly from UPS (sent from upsbillingcenter4@ups.com).

The return path on the message header points
398094.20200420134554@ZUJOHUR. FODEWOX.
njppsagent8.ups.com, which is a legitimate UPS server

in Matawan, NJ.

Inside this email was a legitimate-looking message from

UPS with the logo and links that lead to ups.com. This email
included an Excel spreadsheet that consists of a macro that
automatically executes a PowerShell code, which exploits the
user's computer.

This attack was identified by Votiro on April 20, 2020 at
8:45am. It was uploaded to VirusTotal on April 22, 2020

at 5:14pm. A second UPS phishing email was received on
April 22,2020 at 1:42pm. This email also included an Excel
spreadsheet attachment with an auto-execution macro. That
attachment looked like this —p

Every email message received by end-users contains

header information. This message contained server
names as if it originated directly from UPS (sent from
upsbillingcenter4@ups.com).

UPS Attack Hash:
e6c5862320ae7d8032fab1292121a98ca55e3842211112b8b9
f2a2578b3e4dcO

Malicious Excel Attached from UPS Phishing Email


https://www.google.com/maps/search/+UPS+Mahwah/@41.0667409,-74.1725338,473m/data=!3m1!1e3
https://www.google.com/maps/search/+UPS+Mahwah/@41.0667409,-74.1725338,473m/data=!3m1!1e3

UPS Phishing Email

UPS Phishing Email



FedEx Phishing Email

A legitimate-looking email that appeared to come from
Fedex.com was sent from 116.17.62.149, which traces back
to Shaping, Guangdong, China. This email was received

by Votiro on April 27, 2020 at 9:40am. The return path

on the message header points sinai25@pvma00009.

prod. fedex.com, and this is a server owned by FedEx in

Collierville, Tennessee. Inside this email was a legitimate
looking message from FedEx with the logo and links
pointing to FedEx.

Received: from 116.17.62.149 China IP
https://ipinfo.i0/116.17.62.149

From: Billing FedEx <BillingOnline@fedex.com>
Return-Path: sinai25@pvma@@E09.prod. fedex.com

This Excel was included in the email —»

This message contained server names as if it originated
directly from FedEx.

FedEx Attack Hash:
8e06789e952991e6fc483ab0ebbbf08a123922ba354a75¢c9
dc9dcc759¢c60c194

Malicious Excel Attached from FedEx Phishing Email


https://www.google.com/maps/place/FedEx+TechConnect+Customer+Service/@35.0318589,-89.6730359,1033m/data=!3m1!1e3!4m5!3m4!1s0x887f99e741714c3d:0xa1b7fb55da80054b!8m2!3d35.0318589!4d-89.6708472
https://www.google.com/maps/place/FedEx+TechConnect+Customer+Service/@35.0318589,-89.6730359,1033m/data=!3m1!1e3!4m5!3m4!1s0x887f99e741714c3d:0xa1b7fb55da80054b!8m2!3d35.0318589!4d-89.6708472
https://www.google.com/maps/place/FedEx+TechConnect+Customer+Service/@35.0318589,-89.6730359,1033m/data=!3m1!1e3!4m5!3m4!1s0x887f99e741714c3d:0xa1b7fb55da80054b!8m2!3d35.0318589!4d-89.6708472

FedEx Phishing Email

FedEx Phishing Email



DHL Phishing Email

The DHL phishing email was received on April 29th at
10:32am ET. The DHL phishing email was less branded
than the other emails. But it is important to note
that the sender appears to be legitimate, with
a firstname.lasthame@dhl.com email address
appearing to be the sender.

An individual - who has a name within one letter of
the one used as a spoofed DHL email address - exists
on LinkedIn, and their profile lists them as working at
DHL. The profile has very few details. While the profile
may not be from the attackers, it helps add legitimacy
to the email, as even though the attacks contain a
slightly different spelling of their name, the single
letter difference can be easy to miss.

The below Excel was included in the email —»

Malicious Excel Attached from DHL Phishing Email



DHL Phishing Email

DHL Phishing Email



How to Prevent File-Borne

Attacks Like These

Votiro Cloud: Protection From Weaponized Files

Votiro introduces the Votiro Cloud: the only solution that protects
from weaponized files without detection or slowing business.
Unlike detection-based file security solutions that scan for
suspicious elements and block some malicious files, Votiro's
revolutionary Positive Selection™ technology singles out only the
safe elements of each file, ensuring every file that enters your
organization is safe to use.

When an email containing a malicious file enters an enterprise’s
communications network, Positive Selection technology rebuilds
the file, transferring over only the vendor-approved, known good
content. This leaves the malicious code behind while allowing the
file to retain its full usability and functionality.

All the functionality that users need for working with a file,
such as copying text, handling bookmarks, keeping content on
the original pages, using active content and embedded objects,
running macros, and searching, is preserved.

Founded in 2010 by leading file security experts, Votiro's new
approach to file security works invisibly in the background,
completely eliminating threats while ensuring zero interruption
to business.


https://votiro.com/?utm_source=eBook&utm_campaign=fedexupscasestudy

Completely Secure Files, No Matter the Source
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Votiro Cloud API For Email: Votiro Cloud APl For Web Downloads:
Completely secure every email Secure everything employees download,
that enters your organization. no matter what it is or where it came from.

Experience Zero Trust File Security For Yourself

See for yourself how easy it is to safeguard your organization with
the Votiro Cloud.
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Votiro Cloud API For
Web Uploads & Applications:

Secure all file uploads and receive
documents completely risk-free.


https://votiro.com/solutions/web-downloads/?utm_source=eBook&utm_campaign=fedexupscasestudy
https://votiro.com/solutions/email/?utm_source=eBook&utm_campaign=fedexupscasestudy
https://votiro.com/solutions/web-applications/?utm_source=eBook&utm_campaign=fedexupscasestudy
https://votiro.com/?utm_source=eBook&utm_campaign=fedexupscasestudy

