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The infection vectors of HEAT attacks have been plaguing organizations for years, but
given the recent evolution of the threat market resulting in part from accelerated
cloud migration and the proliferation of remote work, these relatively unknown
attacks pose the greatest threat for enterprises today. As mentioned before, all
traditional security capabilities-including Secure Web Gateways, sandboxing, ~  H}—
URL reputation, and filtering - are rendered ineffective against HEAT attacks.
The challenge is that because HEAT characteristics have legitimate uses,
simply blocking them won’t work. Preventing the use of these techniques
altogether is key.

One proven preventative approach is leveraging isolation technology, which
delivers on the true promise of Zero Trust security. Separating an enterprise
network from the public web-while still allowing users to access the Internet
seamlessly- results in a Zero Trust Internet. One key characteristic that
makes isolation technology appealing to organizations is that it ensures

user productivity, while granting open access to the Internet-making security
invisible to the end user. Additionally, it allows businesses to scale globally to
support roaming users without impacting user performance.

Isolation moves the viewing of email attachments and web browsing from a user’s device to
the cloud. By isolating Internet content in the cloud, users are protected from HEAT attacks b o b o
that bypass legacy security solutions and result in malware and ransomware. Not only would

isolation technology have prevented each of the malware and phishing examples outlined in this

ebook, but it’s also proven to eliminate the most prolific sources of breaches.
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Menlo’s Cloud Security Platform

Elastic Edge

SECURITY

3 cAsB 3

c\oud Security Serv,’ceS - X
1 1 € 3 :
i HAL ] ] Private ]
: : * : Data Center :
i : Elastic Isolation Core™ :
3 3 Malware detection & prevention 3 3
i i Phishing prevention i i
i K| A 3, Data protection i i
' ' ' L AVAV '
3 3 Document isolation 3 3
i ; Browser recorder i i
i i Read-only web 3 i i
: ; Cloud Orchestration : ;
3 3 Connect SSL inspection 3 3
i Efa oy ] : ;
: MR ; Zero-day prevention : SaaS
3 1 T 3 Applications ]
: i SASE/SD-WAN integration i :
| - - 1 PAC, GRE, IPSec, Agent ! 1
- maEop H=Nge ) | E— 5

M|

Single management console

APIs (content, policy, logging, RESTful API)

SOC 3rd party integrations
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