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Summary

During routine threat hunting, Menlo Labs Threat Intelligence team saw users
visiting compromised sites. These sites are part of a bigger crime organization
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using TDS. We saw two notable campaigns associated with this organization.

Traffic Direction System: A system that can use a network of
hacked servers to route victims to domains that distribute

malware, ads or run scamming schemes.

Media Mentioned Threat: Cyber Crime Ring

A group dubbed VexTrio uses an affiliate program that allows affiliates to use their
TDS. Along with this, an actor compromises WordPress sites with malicious
Javascript that serves to route traffic, which meets certain criteria, over to the
malicious TDS system. Depending on the victims OS fingerprint, they will be routed
to different affiliates. The information in this report will focus on two campaigns
Menlo has unique insights into, “Bella turned Shaul campaign” and ClearFake.
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https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-operates-massive-

criminal-affiliate-program/

Bella to Shaul
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The Bellatrixmeissa domain is an malicious site which has been previously reported
by Malwaretips and others. The site works by using social engineering to trick the
user into allowing notifications from the site. The user is then bombarded with
various ads, which subtly advertise a range of malware, from Greyware to
Gootloader. Menlo has also been able to observe this attack in Asia, North America,
Europe, Middle East, Australia and South America, and across sectors.

When investigating this, we uncovered how prolific this campaign had been across
Menlo customers since March, and we were able to discover some new
infrastructure, shauladubhel.]com. AS the rate of Bellatrixmeissa across our customers
suddenly declined, the rate of Shauladubhe rapidly increased, showing the threat
actors moving their operation from one to the other (please see MQL section
below).

The campaign ID seen in all our data is “CHil7Gh3GUyTa8XGgNgDyQ" and thus far
it appears to be all related to fake AV alerts, Tinder and other grayware Ad
redirects.

We were able to find additional campaign ids:

CHbdBrRj60iPOZNNHUMmM7w

EOLgXWI7sEqTC3w7GMZt4A

I-C8wnA9N02pICp-ztIxVA

TMO4rBkyiESdae2M5SurijA
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https://www.notion.so/22c6f8b650db4aedbd2ed63b7ecde845?pvs=25#62b7c5b3a0404dccb47cefe48f957963

@ Click "Allo x + v = o X
< C (& qltuh.check-tl-ver-176-2.com/space t 3UyTa8XGgNqDy pace i a 3 e e ec54 2 %« 0O

I qltuh.check-tl-ver-176-2.com wants to

A  Show notifications

PRESS THE "ALLOW" BUTTON TO VERIFY
YOU'RE HUMAN!

domain with the attack redirect

With high probability we assess VexTrio is involved, as key identifiers of their
previous attack are as follows:

e A translator javascript file: trls.js (e.g. SHA256:
e2bb1401d6b8d6038ff8411fd0f6280890ecd1f32e3e90f4c7fededf28301339)

e URL paths: /space-robot/ and /eyes-robot/.
o Previously, VexTrio used /robot4/ and /robot/ which are no longer used.
e For more iocs see below IOC list

In these attacks, we were able to see the path /space-robot/ used and we were
also able to identify urls with a pathname of /space-robot/assets/trls.js. Ultimately
leading us to a high probability, this is also Vextio.

While investigating the compromised sites that users visited, we noticed a
infrastructure change.
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ma.check-tl-ver-176-1.com

Task URL: finance-rice-field.com
Page URL: ma.check-tl-ver-176-1.com,
Submission: july 17th 2024, 11:06am via manual (1h ago) - From: ™E United States

I HTTP E3 H URLS & Frames H servers ] I Content ” pom D I APl | urlscan. Smart Pivot

| High-Level Information & Common Pivots | Live Info for ma.check-tl-ver-176-1.com Screenshot [ |

Hostname: ma.check-tlver-176-1.com @20 (EEEEED First Observed: 2024-06-25 20:23 et

1P:104.21.44.154 (EEETTET) CCRRIEATED) GEESEECI) sources: pins _scan

Subnet: 104.21.32.0/20 Domain Created (WHOIS)

ASN: AS13335 (CLOUDFLARENET, US) 2024-06-17 (NameSilo, LLC)
IPs

TLS: WET
Validity: 2024-06-17 14:23 - 2024-09-15 14:23 - (2 SANs) I = | O e E—
Primary Request: HTTP ] - 448476a939hd04bc747 104.21.44.194 (I CEIINED .
Favicon: EEIETD ASN: AS13335 (CLOUDFLARENET, US)
Page Title: Phrase Search: - Exact Search: Geo: United States ==
Click "Allow" @
Domain Abuse Contact
abuse@namesilo.com
Takedown
Google —

Quad9 —

Domain we saw in user data as a referer to the attack chain. In our data it was using
bellatrixmeissa, now it's using new infra

ClearFake

ClearFake is a malicious JavaScript framework that dynamically presents website
visitors with harmful content via an HTML iframe. Users are tricked into clicking a
fake browser update button that eventually leads to a malware infection (e.g. the
Amadey infostealer). We know that ClearFake has been an affiliate of VexTrio for at
least five months.

1. User visits the compromised website that has been injected with malicious
JavaScript

2. The injected code calls the API of popular cryptocurrency exchange platform
Binance

3. Obfuscated Javascript is returned and evaluated
4. ClearFake TDS running Keitaro is called
5. The response from Keitaro is a redirection to VexTrio TDS

From https://blogs.infoblox.com/threat-intelligence/cybercrime-central-vextrio-
operates-massive-criminal-affiliate-program/

Clearfake chain
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When the users visit the compromised
site, a script would run to fingerprint

v Request initiator chain

¥ https://thenourishedchild.com/

their browser ( rocketlazyloadscript ). If ¥ https:/fthenourishedchild.com/?nowprocket=1
. . ¥ https://cdn.ethers.io/lib/ethers-5.2.umd.min.js
the user's browser is Internet Explorer https://bsc-dataseed1.binance.org/

and meets other conditions, it
manipulates the current URL to include
a 'nowprocket' parameter and then
reloads the page with this new URL.

injection chain

The script then triggers the
binance/clearfake script called
“ethers.js" to run. You can see in the
picture to the right what this chain
looks like.

These conditions are based on various events, such as when the page has fully
loaded ( window.onl0ad ), when the user navigates to the page via the back or forward
buttons ( pageshow event), and when the Document Object Model (DOM) is ready

( poMcontentLoaded event).

ref=document. loc

lace 5
RocketLazylLoadScriptEas

Menlo Threat Intelligence Bulletin



However in this example, when the “ethers.js" script runs, it attempts to pull another
script down. There is an error and responds with a console log message in Chinese
that “there is no more". Below you can see the console log message in base64. This
also suggest that for this contract the next stage isn't loaded.

UL UL L IS ST U T I A S ML IS LA T,

Script execution started

~

<script src="https://cdn.ethers.jo/lib/ethers-5.2. umd min.js" type="application/javascript"></script>

ethers.js loaded
Available functions: » { : I 3 A ! f. c f. )
Data from contract: KGFzeW5jIGZ1bmN@aWIuKCkgewoqICAQY29uc29sZ55sb2colunXr++8j0Wkp+amgua¥r+eTk+adn+56hiIpOwpIKSgplw==

Contract balance: @.0

console log responses cleaned up via internal analyst tool

[¢a] sourcel73

Chinese console log message
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Also note there appears to a possible
generic api key used to interact with
“ethersl.]io" that loads automatically Generic API Key:

when the user visits the compromised ApiKey="9D13ZE7XSBTJ94N9BNJ2MA33VMAY2YP
P IRB" found in https://cdn.ethers.io/lib/

site. ethers-5.2.umd.min.js

~

In the console logs area, we can see the compromised site trying to inject script
into the ethers.js script running on the compromised site.

https://thenourishedchild. com/

N
onload

onload

Contract

The contract address inside this attack was oxdf20921ea432318dd5906132edbc0c20353F72d6 .
We can see a couple transactions listed and it appears some transactions are spam
related.
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HASH

0xdf20921ea432318dd5906132edbc0c26353f72d6 (O &

Share (h Statement

MAIN BALANCE

+ @ MATIC @ - 0.60 USD

Balances

ERC-20 (3) ERC-721 (8) ERC-1155 (B)

Balance
+ 9,868 TOKENS
+ 7,800 CLAIM NOW [ETHNASTAKE.VIP]

+ 745,008 YOUR TOKEN

https://blockchair.com/polygon/address/0xdf20921ea432318dd5906132edbc0c20353f72d6

Another contract we saw but didn't include in this analysis
0x34585777843Abb908al1C5FbD6F3T620bC56874AA
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https://blockchair.com/polygon/address/0xdf20921ea432318dd5906132edbc0c20353f72d6

) Polygon address

HASH

0x34585777843Abb908a1C5FbD6F31620bC56874AA (O
Share (h Statement (TP

MAIN BALANCE

+ 8 MATIC @ - 0.00 USD

Balances

ERC-20 (6) ERC-721 (B) ERC-1155 (@)

Balance

+ 5,765 ACCESS [ETHNA.VIP] TO CLAIM

+

36, 845 RDROP

-+

8,273 ACCESS [ETHNA.CC] TO CLAIM

-+

10,808 | SWAP-L2.COM | Blast L2 Rewards

-+

10,000 $ BLASTR2.COM Limited Coupons

+

22,4686 YOUR COINS
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Balances

ERC-155 (26) Main Internal ERC-20 ERC-721

Balance

+ @ $82,499 Random Winner

+ 8 Airdrop mint? goto website
+ 8 Airdrop mint? goto website
+ 8 BLAST

+ @8 $77,587 Random Winner

+ 8 Airdrop mint? goto website
+ @ $55,842 Random Winner

+ @ $82,499 Random Winner

+ B Airdrop mint? goto website

+ B8 Airdrop mint? goto website

Impact And Conclusion

We assess this VexTrio cyber crime ring to continue to be a prevalent and a
substantial threat due to the scale of their operation as it's global and effects all
sectors. Also because of the risk some of the affiliates pose whom use this VexTrio
ring to spread malware and reportedly ransomware. We will continue to monitor
related campaigns.

Visiting a compromised WordPress site that is part of the VexTrio cybercrime ring
poses significant risks to users, organizations, and the broader internet ecosystem.
These sites are being used to deliver a variety of payloads including, but not
exclusive to adverts, PUPs and malware. This undermines cybersecurity efforts and
creates severe consequences to organizations:

1. Data Theft and Privacy Breaches: Compromised sites can harvest personal
information, including login credentials, financial details, and sensitive data.
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a. If a users' privacy is severely compromised, it could lead to potential
identity theft and financial loss or abuse of corporate credentials.

2. Malware Infection: These sites frequently distribute malware that can infect
users' devices. Once malware is installed, it can lead to system damage, data
corruption, and unauthorized access to personal and organizational networks.

3. Financial Loss: Users may face direct financial losses due to stolen payment
information or indirect costs from repairing malware damage.

a. Additionally, businesses can suffer financial repercussions from
reputational damage and legal liabilities as well as restoring infected
systems.

4. Spread of Cybercrime: By interacting with these sites, users inadvertently
contribute to the cybercrime ecosystem. This activity supports the operation of
criminal networks and enables them to perpetuate further cyber attacks.

5. Compromised Network Security: Infected devices can become entry points for
broader network attacks, affecting entire organizations. This can result in
significant disruptions, data breaches, and extensive recovery efforts.

6. Erosion of Trust: The prevalence of compromised sites erodes trust in digital
platforms and services. Users become wary of online interactions, which can
stifle online engagement.

Menlo Recommendations

Menlo recommends all clients scan for IOCs and investigate if necessary.

Menlo Protection

Customers using the Menlo Cloud Security Platform are usually protected against
such threats by design! With Menlo, when a user visits a website via the isolation
platform (including I0S and Android mobile devices), all active content is executed
in the Menlo cloud-based isolation platform - Not on the user’s device. Menlo
protects all devices—including mobile.

IOCs
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Domains

cebue[.]Jcheck-tl-ver-106-1[.Jcom
jal.lcheck-tl-ver-246-3[.]Jcom
mvgdel[.lcheck-tl-ver-116-2[.]Jcom
pojyq[.lcheck-tl-ver-246-3[.Jcom
rqstz[.]Jcheck-tl-ver-54-1[.Jcom
ud[.]Jcheck-tl-ver-54-1[.Jcom

qltuh[.]bellatrixmeissa[.]Jcom
qltuh[.]shauladubhe[.]Jcom
gltuh[.]Jcheck-tl-ver-246-3[.]Jcom
gltuh[.lcheck-tl-ver-116-3[.Jcom
gltuh[.lcheck-tl-ver-176-1[.]Jcom
xx62hrg[.]Jmegabonus-gains|.]life

bsc-dataseed1[.]binancel[.]org
cdn[.]ethersl.]io

Url paths that are campaigns

CHbdBrRj60iPOZNNnHUMM7w
EOLgXWI7sEqTC3w7GMZt4A
[-C8wnA9N02plICp-ztIxVA
TMO4rBkyiESdae2M5SurijA
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