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Deliver Zero Trust Access with
Secure Cloud Browsing and a
Global Private Access Architecture

The Challenges with Legacy Network Access
Organizations must address the costs, complexity, and risks associated with
legacy network access, as well as the zero trust approaches that require
control over network infrastructure or a complex Security Service Edge
(SSE) deployment. Legacy approaches, such as VPN and VDI, often deliver
poor user experiences due to their complicated architecture and scalability
constraints. They also limit your visibility into user actions and have the

potential to provide excessive access to unmanaged devices.

Menlo Secure Application Access (SAA): Simple and Secure
Access to Enterprise Applications and SaaS

Provides fastest path to zero trust access: Security and IT teams can deliver
controlled access to enterprise applications in a few clicks, without complex

and costly architecture changes.

Safeguards mission-critical apps and data: Built on the Menlo Secure Cloud
Browser, SAA preserves network separation, ensuring that applications are
always protected from infected endpoints, vulnerable browsers, and internet
traffic. Because policy-based data controls are applied in the Menlo Secure

Cloud Browser, sensitive data never reaches the endpoint.

Enables work anywhere without interruption: Users access applications
granted to them through a portal or extension in the browser they already
know and use productively. Applications can be accessed from any device

or location, with no software installation.

DATA SHEET

The fastest path to
zero trust access

Safeguard mission-critical
apps and data

Work anywhere
without interruption

KEY BENEFITS

Secure access to web apps with
customizable controls that can
be set up within minutes.

Employees and contractors can
access applications through a
browser portal or extension, with
no need for installation on their
devices.

Applications and data are
protected from infected devices
or from a user attempting to
exfiltrate data.

Users are provided the
quickest route to applications,
reducing latency and increasing
productivity.

Achieve 5 to 10x cost savings
compared to legacy technology
with a simplified, efficient path
to applications.
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Key Capabilities
Deliver Secure Access to Web Apps in Minutes

Menlo SAA eliminates the need for infrastructure changes or agents. By reducing complexity, agentless deployment

enables organizations to provide secure access to applications without delay.

¢« No network rebuilds or firewall refreshes are required
« No changes to DNS records

« No need to import certificates

Shield Applications and Users from Threats
Menlo Secure Application Access shields mission-critical apps and data from desktop threats, such as cross-site

scripting, cookie stealing, session hijacking, and infected file uploads, thanks to the Menlo Secure Cloud Browser.

The Secure Cloud Browser also protects users from web-borne threats, such as Legacy URL Reputation Evasion
(LURE) attacks, which are used to evade web filters that categorize domains based on trust, along with content-based
attacks, such as HTML smuggling. Even if an endpoint is compromised, a threat actor cannot directly access data or

issue requests to the server.

Invisible to users, the Menlo Secure Cloud Browser delivers robust protection without disrupting user workflows.
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Instead of directly accessing applications, users safely access a rendering of their applications in a portal or through an extension
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Protect Sensitive Data Down to the Last Mile

Last-mile data loss prevention (DLP) controls implemented within the Secure Cloud Browser ensure that sensitive
data stays within the organization’s control, while also remaining secure from compromised endpoints or

unauthorized users. DLP controls include:

o Copy/Paste controls e Read-only/Read-write website controls
o Watermarking for web app and file downloads ¢ Upload and download controls
o Data redaction e DLP for permitted uploads and downloads

Unlike endpoint-based app access technologies, Menlo Secure Application Access is cloud driven and never
downloads sensitive information to the device. This capability prevents attackers from accessing data stored in

the device's memory.

Enforce Least-Privileged Access

Menlo Secure Application Access enforces least-privileged access defined by users, groups, source IPs, and
geographic locations. Unlike network-based services, Menlo SAA restricts access to the specific applications that
users need rather than the entire network or segment. Employees, partners, and contractors can only view and

access the applications they are explicitly authorized to use.

Gain Visibility into Application Access and User Actions

Menlo SAA enhances security oversight with detailed logs of all application access, including browsing activity,
username, source location, and more. Menlo SAA integrates with your existing security tools, including SIEMs and

EDR/XDR. For deeper insights, Menlo Browsing Forensics delivers full visibility into user web activity.
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The Menlo SAA dashboard provides an overview and shows application usage
trends, including the most frequently accessed applications and DLP violations
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Support for Legacy Apps

Available with Menlo SAA, the Menlo Security Client extends secure access to non-web, legacy applications, which, in

remote access use cases, are securely tunneled through the Menlo Cloud.

Device Posture Check

Menlo Secure Application Access enhances security by offering posture checks, before and during access, which
verify critical device criteria, such as firewall status, OS version, and disk encryption. These checks integrate with
CrowdStrike and enable endpoint posture checks that assess additional factors, such as the presence or ZTA score of
CrowdStrike.

With Menlo, organizations don't need to deploy a client for posture checks. Instead, they can leverage Managed
Chrome to enable clientless posture checks, allowing IT to manage Chrome configurations and grant privileges based

on the browser's posture.

Comprehensive Device Support

Users can access applications through their existing browsers on any device, managed or unmanaged,

including mobile.

Transform Zero Trust: Simplify Access While Reducing Risk
Menlo Secure Application Access revolutionizes the way you secure your applications with a user-centric,

zero trust architecture rooted in browser security and a global private-access cloud.

About Menlo Security

Menlo Security eliminates evasive threats and protects productivity with the Menlo Secure Cloud Browser. Menlo delivers on the promise of cloud-based security—
enabling zero trust access that is simple to deploy. The Menlo Secure Cloud Browser prevents attacks and makes cyber defenses invisible to end users while they
work online, reducing the operational burden on security teams.

Menlo protects your users and secures access to applications, providing a complete enterprise browser solution. With Menlo, you can deploy browser security pol-
icies in a single click, secure SaaS and private application access, and protect enterprise data down to the last mile. Secure your digital transformation with trusted
and proven cyber defenses, on any browser.

Work without worry and move business forward with Menlo Security.

LO Learn more: https://www.menlosecurity.com

SECURITY Contact us: ask@menlosecurity.com
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