
	

KEY BENEFITS

Easily provide data security  
for GenAI sites

Protect sensitive data without 
breaking workflows

See every browser extension your 
users have installed

The Menlo Secure 
Extension
The Low-Overhead Complement  
to Full Isolation

DATA SHEET

Deploys on the browsers 
your users already have — 
nothing to replace

Get visibility into all user 
actions

Stop data loss where  
it starts

The Visibility and Control That You Need for  
All Sites, All Users, and All Browsers
Today’s enterprise user spends 85% of their day in the browser. Your 
users are accessing everything from malicious web pages and applications 
that could wreak havoc on your business to trusted sites like your Google 
Workspace and Microsoft environments. You must also consider sites such as 
Zoom, Microsoft Teams, and Google Meet, where chat windows can expand 
your risk, as well as the use of camera and microphone. You have to address 
the risks inherent to each site in the context of different users, endpoints, 
and browsers, all while ensuring that appropriate access does not add 
friction.

The Menlo Secure Enterprise Browser, with the addition of the Secure 
Extension, allows you to address all of these concerns from a single control 
plane. The Menlo Cloud delivers full isolation for high-risk browsing, while 
the Secure Extension complements it with zero-latency DLP controls and 
visibility into user actions on sites that do not demand isolation. Because the 
Secure Extension works in tandem with the Menlo Cloud and runs on any 
device, browser, or AI browser, you get precise controls for every use case. 
The centralized administrative console enables you to easily mix and match 
enforcement mechanisms as your needs dictate.
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The Menlo Secure Extension
With the Menlo Secure Extension, you can secure data at the exact moment users interact with it on the endpoint, in 
any browser. The Menlo Secure Extension provides the vital browser data loss prevention (DLP) controls that you need 
across your enterprise, all while delivering visibility into user actions. It is simple to install and integrates seamlessly 
into user workflows.

With the Menlo Secure Extension, You Can:

Deliver visibility and control: The Secure Extension delivers data policy, controls, and visibility to any device, including 
mobile, managed, BYOD, or unmanaged endpoints. These controls are essential, even for trusted sites and apps 
where full isolation may not be necessary. And should you need to handle a security or compliance issue, the Secure 
Extension delivers the visibility and browser context required to understand events end-to-end without having to 
reconstruct network packets or interview users.

Reduce the risks associated with the use of emerging technologies: You need to reduce risks while enabling 
productivity-enhancing tools like GenAI and browsers. The Secure Extension delivers local, browser-level DLP controls 
to make the most of emerging technologies, without the fear of data loss and leakage, which is possible even on  
low-risk, trusted sites.

Reduce operational complexity while retaining user workflows: Delivering browser security without increasing the 
number of tools that security and IT teams need to manage can be challenging. The Menlo Secure Extension and the 
Menlo Cloud operate as complementary parts of a comprehensive solution, with a single set of policies and unified 
visibility and observability.

Key Capabilities

BROWSER DLP

Vital security, visibility, and control for user 
activities on every site, with last-mile data 
security that includes:

•	 Copy/Paste Controls
•	 File Upload/Download Restrictions
•	 Watermarking
•	 Read-Only/Read-Write
•	 Print Controls
•	 Developer Tools Controls
•	 Screenshot Deterrence
•	 Camera and Microphone Controls
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FILE SECURITY

It is essential to ensure that files are 
protected, regardless of where users are 
working with them. Content that is protected 
by the Secure Extension is subject to 
complete malware analysis, including hash 
checks, AV, and cloud sandboxing. 

WEB GOVERNANCE 

The Menlo Cloud makes it easy to create 
policies and enforce filters by users, groups, 
and traffic categories. The Secure Extension 
adds additional domain-based policies right 
on the endpoint.

REAL-TIME VISIBILITY AND ENFORCEMENT FOR ALL BROWSERS 

The Menlo Secure Extension makes it easy to enable the safe use of the browsers your users already work with, 
including new AI browsers. Controls can be applied directly on the endpoint once the Secure Extension is installed. 
And any actions that users take on sites protected by the Secure Extension are fully logged so you get the visibility 
that you need. 

UNIFIED BROWSER SECURITY

With the Menlo Secure Enterprise Browser, there is no need to change consoles if you need to look at logs, change/
update policies, add users or groups, or change access permissions. The Menlo Secure Enterprise Browser delivers 
all policies and logs in a central admin console, so you can provide local endpoint control where you want it and full 
isolation where circumstances demand it.
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Learn more: https://www.menlosecurity.com 
Contact us: ask@menlosecurity.com

About Menlo Security
Menlo Security is the pioneer of the Browser Security Platform (BSP), the industry’s first infrastructure designed to govern a hybrid workforce of humans and au-
tonomous AI agents. By centering the browser as the new enterprise operating system, Menlo provides a “Guardian Runtime” that resolves the unique risks created 
when AI agents operate at machine-speed without human skepticism. The Menlo platform enables the agentic enterprise to scale AI with confidence, providing 
universal connectivity to legacy data and unified zero-day threat prevention across every session. Trusted by over 1,000 global enterprises—including eight of the 
ten largest financial institutions and major government agencies—Menlo protects over 8 million users and millions of simultaneous AI agent sessions. Headquartered 
in Mountain View, California, and backed by investors including JPMorgan Chase, American Express Ventures, and Vista Equity Partners, Menlo is securing the 
browser for the agentic age. Learn more at www.menlosecurity.com.
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Get the Browser Security That You Need for Every Use Case  
from a Single Source
End the trade-off between best-in-class security for risky traffic via isolation using the Menlo Cloud and the 
visibility and control that you need everywhere with the Menlo Secure Extension. With Menlo, you can define the 
best delivery method (Menlo Cloud, Menlo Secure Extension, or both) depending on user type, device type, posture, 
application sensitivity, application type, and other parameters that can determine risk. Menlo delivers both enforcement 
mechanisms, so you can add users, sites, and policies easily, and change enforcement at any time. Get the choice and 
flexible options that you need for every use case with a secure enterprise browser from the leader — Menlo Security.

https://menlosecurity.com

