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Start with an Assessment

Analyze your current browser configuration security posture and receive recommendations based on industry benchmarks. Leam more 2

+ Upload Browser Configuration
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Select a Benchmark

For @ Edge

Select the benchmark that best fits your organization’s needs. Learn more about how to choose.

P
(cis. CiIs Level 1 ee0

~ MEDIUM
Center for Internet Security

Version 2.1

Baseline policy of prudent security controls with
minimal user impact, targeted at Corporate
environments.

outof 61 ¥ Edge recommendations

€3 2 set policies are not compliant
2 unset policies have insecure defaults

) 57 other unset policies should be set

+ 3 compliant + 10 additional settings

[ Select & Customize »

7~
(‘crs. CIS Level 2 oo
AN

HiGH
Center for Internet Security
Version 2.1
High security policy which includes all Level 1
settings along with additional strict security
enforcement settings. These settings will madify
existing behavior and may impact usabilty.

outof 199 @ Edge recommendations

(1) 2 set policies are not compliant

unset policies have insecure
199 gefautts
O 199 other unset policies should be set

+ 3 compliant + 10 additional settings

[ Select & Customize »
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& Assess Browser Configuration

New Assessment 2024-01-19 #rename

CIS Level 2 Recommendations

Chrome 120.0.2210.121 (Official build) (64-bit), Windows 10 Version 21H2 (Build 19044.3930)
Imported Friday, January 19,2024 at 2:04 pm

("5 Change values that conflict with benchmark recommendations
2/2 completed

Set missing policy items that have insecure default behavior
0/49 completed + 6 not yet managed

it ) (e -) Qe YOUR POLICY
Browser history deletion

If users can delete websites they have visited or files they have downloaded it will be easier 1- Disabled
for them 1o hide evidence that they have visited unauthorized or malicious sites

File Selector Availability

Allowing users to import favorites, uploading files, and savings links could Not Set
pose potential security risks by allowing data to be uploaded to external site.. More

Alternate error pages

Using navigation suggestions may leak information about the web site intended to Not Set

be visited.

Andin Cantiira

More

Show Older Versions

benchmarks
coming soon
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RECOMMENDATION

1-Disabled

1 - Disabled

1 - Disabled

ACTION

~ Reset Choice

Accept Reject
Accept Reject
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New Assessment 2024-07-19 e
1rs8 358 058

CIS Level 2 Recommendations REVIEWED ACCEPTED REJECTED czﬁrfﬂw

Chrome 120.0.2210.121 (Official build) (64-bit), Windows 10 Version 21H2 (Build 19044 3930)
Imported Friday, January 19, 2024 at 2:04 pm

("y Change values that conflict with benchmark recommendations
2/2 completed

@ Set missing policy items that have insecure default behavior
pt All Reject All A

0/49 completed + 6 not yet managed

i (staws -) Q Filter YOUR POLIGY RECOMMENDATION ACTION

Browser history deletion
If users can delete websites they have visited or files they have downloaded it will be easier 1 - Disabled 1- Disabled «~ Reset Choice
for them to hide evidence that they have visited unauthorized or malicious sites

File Selector Availability
Allowing users to import favorites, uploading files, and savings links could Not Set 1 - Disabled

pose potential security risks by allowing data to be uploaded to external site..  More
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0
Export Configuration

Download your configuration profile so you can import it into Microkoft
Intune. Learn more &

Cancel » Save & Export
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Start with an Assessment

Analyze your current browser configuration security posture and receive recommendations based on industry benchmarks. Learn more €

+ Upload Browser Configuration

Configuration Profiles

PROFILE NAME + BROWSER BENCHMARK PROGRESS COMPLIANCE  MODIFIED

New Assessment @ Chiome 1200 CIS Level2 87/87 89/90 o L)
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