VOTIRG

Menlo x Votiro

Integration

WYMenle  x vOTIRG



About this Guide

This integration guide is for enterprise Menlo and Votiro customers who have Votiro deployed
on-premises or in their corporate clouds. This integration guide is for the Menlo Browser
Isolation and Votiro Secure File Gateway for Web Downloads integration.

Integration Overview

Votiro and Menlo directly integrate. Files are streamed from Menlo to Votiro directly, which
allows users to seamlessly access downloaded files.

Installation Prerequisites

Before connecting Menlo and Votiro, you will need to have a Menlo Browser Isolation
environment and a Votiro environment. Votiro sets up the Votiro environment for our
customers.

Connection is simple and seamless and doesn't require additional servers.
If you have any questions during the installation process, please contact us.

Votiro Support Center: https://support.votiro.com/

Votiro Support Email: support@votiro.com

Partner & MSSP Support Email: menlo@votiro.com
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Setup Procedure

Votiro Configuration

You will need to log into your Votiro product and generate a Menlo connector token. To do this
you will have to:

1. Click on System Setup

Service Tokens C te N
2. Then click on Service Tokens N and Create New
3. You will see a pop up that says Create New Service Token like so:

Create New Service Token

Issued To

menlo

Expiration Time
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You will need to create a name for the token and specify the date. Please be sure to click on
the date number and Create. You will see a window with your new token. Please make a
copy of this token for later use.

Please Save Your Token, You Won't Be Able To See It Again

ID 84ca8el16-eb80-4070-bf66-2aBcPeaBf080
Issued To menlo
Expiration Time 01/31/2022
Token

eyJhbGciOiJSUzINilsimtpZCl6ljcyMEU4MKZDRJESNOYOMOJIBNTUzNDgyQjM3NDAZRDQAMKYxXMKkRDMKMILCJI0eXAIO
IJKV1QifQ.eyI1bmixdwVibmFtZSI6ImTbmxviiwiZ3vdXBzaWQiOidJwWb3Rpecm9JbnRIcmShbFNIcnZpY2Vzliwicm@sZSI
6lkFkbWluaXNOcmFOb3liL CIqdGkiQil4NGNhOGUxNilYjgwl TQwNzAtYmY2NiOyYThjOWVhOGYwODAILCIuYmYiOjE2M
TE10DcINZMsImVACCI6MTYOMZYwNTIwMCwiaWFOljoxNJEXNTg3NTczfQ.HSzgl3IK3bltsmTESFIDt__oj7mHz0w-
wApwsIGFRpHubvBYW7EiS6_mRASI_Mcf4Pg_wkizQuxH_8GPqyYgNgaweHONBLNZMelke JRkxUHr-
doy2x3ErDXGsyvxNigPYdKtFet7j42U6xZS_emebg02dxrXkT0qZYBMkDz11MoOyL09k9de?WXveBQ-

DII20UCqdZx0kDS6ENUpCtAhsly1UYSA5Nr4ICz-Fl2obSowWVhe-
SL7JBIDI?C_FOEdhImZIVh6EXEMhovrgaScg7XBmM_Pgi1v_gN-
_1svINTe@swivif2vPvKIHZx5XExZKzgmEwMe8Imt408NNIxZWg

Next you will have to configure the Votiro Menlo API connector. You will need the Base URL
which is the Votiro server name and token that will allow for Votiro File sanitization. In the
Votiro Menlo connector you will specify the Votiro server, Votiro Auth Token, preferred settings
when processing.

MenloApiSettings_ ReturnCleanWhenBlocked Ty false App Config
VotireDisarmerServicebettings_ AuthToken T3 eyhbGeiOiSUzINilslmtpZ Cl6ljcyMEU4MKZDRIESNOYOMOJBNTUzND gy QjM3NDAZRDOQAMK  App Config
VotiroDisarmerServiceSettings_BaselUrl € https://sfg.votiro.com App Config

In the Votiro UI you will create a Menlo file processing Policy. By going into Policies and clicking
on the Plus button | and type in Menlo for the policy name 1 »  here.

When complete it will look like this:

menlo ' / + ﬁ TEST FILE
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You can then define exactly what you want to happen to those particular files via Policy.
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Menlo Configuration

In order to configure Menlo for Votiro you will need to log into Menlo as an administrator. Click

on Web Policy and click on Content Inspection

Content Inspection

instance.

and edit the Menlo File REST API to point to your Votiro for Menlo

1. You will need to input the Base URL to point to your Votiro Menlo Connector.
2. You will also need to paste the SSL certificate of the Votiro instance into the Certificate

area.
Check the box for Downloads.

£

4. Specify Connection timeout to 15 Seconds, Process timeout to 900 seconds, poll interval

to 5 seconds, and specify your max file size for downloads.

Edit Menlo File REST API Integration

VOTIRO CONNECTOR SETTINGS

Plugin Name Votiro Connector [2=]
Plugin Description Menlo Votiro File REST API Server Integration

Base URL https://menlo.prod.vetiro.com

Certificate BakqhkiGIwaBAQUFADBa

)

EQYDVOOLEwpDeWIl | 7

Type of Transfers Downloads [ Uploads
Authorization Header 7e794103-056d-42ea-aebd-ba012157899
Connect timeout 15 seconds
Process timeout 900 seconds
Poll Interval 5 seconds
Max Size 300 MB
Menlo
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You will want to enable File Replacement in Menlo.

1. The Action for transfers that cannot be processed should be set to Block.
2. The Action for transfers which are unknown should also be set to Block.
3. The Action for file sizes above size limit should be set to Continue Inspection or Block.

Edit Menlo File REST API Integration

Process timeout 900 seconds
Foll Interval 5 seconds
Max Size 300 MEB
Hash Check
]
Metadata Check
.
Allow File Replacement
o . CJ
5kip Validation of Certificate
(Test Button Only)
Action for transfers which @ Block
cannot be processed o8
Action for transfers which & Block

report an unknown outcome

Action for transfers above

size limit ' Continue Inspection
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You will have to Create a Votiro Proxy Auto Configuration .data file. You can do this by Cloning
the existing Standard PAC and adding SSL Inspection + Menlo Authentication. If you have SSO
configured, you can use SSL Inspection + Single Sign-On.

i 3 voure
¥ MenloSecurity Proxy Auto Config

Proxy Automatic Configuration Create New PAC

Default  Display Name=~ Proxy Mode

To test the Menlo integration, you will need to download Proxy Switch Omega for your browser

¥ Seitings

and point it to the Menlo PAX file under Settings and Proxy Auto

Proxy Auto Config
Config and copy the location of your PAX file into Proxy Switch Omega.

You can also test the integration without setting up the proxy; you can use this URL
https://safe.menlosecurity.com/fileyouwanttodownload.png and authenticate with your Menlo
account. This will now push the file to Menlo and sanitize the file through Votiro without
enabling the proxy.

(Mento VOTIRG
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Dataflow/Workflow

Below is an overview of the dataflow between Menlo and Votiro.

9 BT

OMen.Io i\ O T IRG
CQo = Security —
Corporate User @ IT'S SAFE TO CLICK E

Votiro Menlo
AP| Connector

Partner Configuration

Votiro hosts Partner instances on behalf of Partners. Please contact Votiro for more information
on Partner Configurations.

Contact: Menlo@votiro.com

MSSP Configuration

Votiro supports MSSP providers for multi-tenancy environments. Please contact Votiro for more
information on MSSP Configurations.

Contact: Menlo@votiro.com
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Verifying Result

Only after the configuration described above, will Menlo & Votiro sanitize the document. This
can be done without using Menlo Browser Isolation. The below instructions are a simple and
fast way to sanitize test documents in the integration.

1. Use a sample PDF with a url, such as http://www.pdf995.com/samples/pdf.pdf

2. Remove the text before // in the file url. Using the above example, this would be:
www.pdf995.com/samples/pdf.pdf

3. Add the text from step 2 after the url https://safe.menlosecurity.com/

a. Using our example, this would be:
https://safe.menlosecurity.com/www.pdf995.com/samples/pdf.pdf

4. This will take you to the Menlo login. Authenticate with your Menlo account with your
Menlo credentials.

5. This will now push the file to Menlo and sanitize the file through Votiro without enabling
the proxy.

) File Download in Progress

pdf.pdf

Performing further analysis on the following file. Please wait, this may take several

minutes.

O

Cancel

(Menlo VOTIRG


http://www.pdf995.com/samples/pdf.pdf
http://www.pdf995.com/samples/pdf.pdf
https://safe.menlosecurity.com/
https://safe.menlosecurity.com/www.pdf995.com/samples/pdf.pdf

9

Votiro Integration in Menlo

In the Menlo UI, you can see the file downloads by navigating to Logs, Web Logs, and then File

Requests.

¢MenloSecurity

Web Logs

Show logs for

> Al Risk Levels 5
Filter | | Clear
User ID URL Categor Threat Types User Agent Request Type Risk Action
richard h i3 ile-exam s-com github.io/upl $/2019/09, mputer a Chrome 87 Request Alloy 4
hard hup 1 ample: github pload 09/1 Compur q o How
richard hos.  https://sitestory.dk/excel_vba/sheets/vba-conditional-f  Trave Chrome 87 File Request Allow 2
0w
As items are downloaded, the Files are Iogged here.
@ Merlo Security x |
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Source
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Access Mode
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03:55.42 P8 ow File Information
tichard.hos. .| ips:/fsitestory,dkfexcel.vba, sheets /arrays-and-ranges. | Travel Chrome 87 Request . Allow z Hasn of the
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S(870a7696b3eATPI54eB1T
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Hasi score
jan-27-2021 - _ NA
richard.hos. ttps: [ fsiteston ‘excel_vba/sheets, vba-conditional ravel File Request Allow 4
e hard.hos.... hp: ry.dlcjexccel_ub b It ] le Req = e
Fie size
Jan-27-2021 - - .
fichard hos. .| buups./file-examples-com github.iofuploads 201 7/02. me le Reques low z 0605
e hard hos. .| https.//fl o github ! out a le Reauest o A @ o
= 2021 richard_hos. https://file-examples -com._github_io/uploads /201 7/02/f .. Computera Chrome 87 ‘ile Request Allow rd File Type
03:43:39 M g E ¢ g ow e
jan-27-2021 . - o .
P tichard hos... hrps: | file-examples-com.github.io/uploads 201 7/02/f .. Computer a. Chrome &7 File Request Bl Allow 7 MIME Type
it
22l hard b h il | m.github ds/2017/02 . ct 87 File R All
poigifiaie richard.hos...| hups./file-examples-com github.iofuploads /2017 mputer a frome 87 e Request 2 low R
2021
p richard hos.... hitp: fwww.pdf995.com (zamples /pdf.pdf Compuzera Chrome 88 Ie Reauest b Allow
50 Menlo File REST A Inspection Resul
Clean
tichard hos._ i 995 com| samples  pe pe hrome & File Request Allow z
hard.hos.... hitp os: ples pat pf a 3 le Req = e
tichard hos .| ps://uc9fe3b3307 3633d4614162627F dl drophoxuse. .. Personal St Chrome &7 File Request 2 Allew
richard https:/ fucbbdc31334851¢104bb990: Personal St Chrome &7 le Reques e Allow 7 N
ehark s . [ achcE 155455161 0499084355 . cropbenas.. Fersrl 56 Cromesr e Reauen e [Lean roscr | .

Menlo
Security

VOTIRG



To dig into a specific file further, choose your file based on the row. Then click on the file link in

the File Information section of the UI. The link will be located on the lower right hand side

under “Report.”

-

File Information

Hash of the file
57¢3r801 11a2bd3bc90c4dOd303086r Ter9438.261

5¢87da7696b3e477954eB81F

Hash Score
NA

File Size
100505

File Type
RTI

MIME Type

text/rtf

Filc Name

file-sample_100kE rf

Menlo File REST AP Inspection Resuit
Clean

Report

https://sfg.votiro.com app/fileDetails
£3¢57670-1M20-4964-b2a4-1dd8%e6485a1
eacs 76 70-f120-1964-b2a4-1dd8%e6486al

’ Edit Policy ’

v

This link will take you to the Votiro interface where you can log into the Votiro dashboard and

view more details around the file.

VOTIRG
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Q

FILES

*[J file-sample_100kB.rtf

System Activity
B (Content_Types]xmi

@ eis
@ documentxmi
Explore Incidents

B tontrablexmi

[ numberingxmi

[ settingsxmi
System Setup

B stylesxmi
Policies [B websettingsxmi

B sppom
@ corexmi

Reports [ document.xmirels

THREATS DETECTED

1d

File actions

O

FILEINFO
- file-sample_100kB.rtf
File Type RTF Files
Original ltem 5
Hash 7696b3e4779542B1f
Connector Menlo
Name
Connector File Connector
Type

SANITIZATION LOG
A Started: 01/28/2021 | 09.00:43AM

File file-sample_100kB.rtf recognized as [1003)
RTF Files (RTF Files).

File ‘file-sample_100KB.rtf original published.

File file-sample_100kB.tf upload for sanitization
started. Item Id: eac57670-£120-4964
b2a4-1dd89e6486a1

@ & ©

New child created for item eac57670-1f20-4964-
b2a4-1dd89e6486a. Child ID: 84cd13b5.
eee2-4a02-b480-e34c3cbbb15a.

#® Ended: 01/28/2021 | 090245 AM

© 122.1 Totai Sanitization Time
sec

The security team can also access and download the original file for further investigations and
threat hunting.

System Activity

Explore Incidents

System Setup

Menlo
Security

FILES

settings xmi

wobSettngs

v FILE INFO

PromptOnlyNol

Fde Type Ex
' 1
anal Ne ele
Ma )
P Mo
Name
ot F
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Please note: If we send a response back to the Menlo API, it is marked as infected in the File
Information section. However, that does not mean that the file is infected. That means that the
file has been blocked by Votiro, which is based on file type or customer policy.

e il Security isolates all web content. Downloaded
& :
HIH Black £ files or documents are analyzed by multiple
scanning engines. Downloading of this Tile has
u rd been blocked and only safe Document | solation
Allowr E i
LOW access is allowed
Allonw &
Lo File Information
at solat ri
ated N Isolate Hash of the file
9a30a503b2Ea2cs lc3chacd? Thoe 2FIT7 B4cT465E
) ccfBed7d5023a%0c2 10714
ated lzolate 3
Hash Score
ated Isolate & HA
LW -
Fille Sire
lovar 4
e Allow g
- ; Fille: T
yimal ... Allaw 3 e Type
Unknown
ated = Isalate & MIME Type
text!plain
ated ... Isolate r4 b
LU File Mame L—*
test_file
ared lsolate
Menlo File REST AP Inspection Resuolt
Infected
nted |solate
L
Report
ated . L ] Isalate :.‘_‘\ https: ab woure.com/app/fileDetails
I 93695 c4d-e201-450b-Baed-acd) 1 bGI3I10
95695 c4d-e201 -450b-8ac9-acd0 1 beE3310
ared lzolate 3 W
nted Isolate & Edit Policy
LW = I o

Please note: Votiro does not currently provide threat intelligence for files that were blocked,
because we don't block based on threat intelligence or according to known threats. We process
and sanitize every file, regardless of whether or not it contains a threat.
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Votiro Dashboard Overview

All files will flow into the Menlo UI, as shown in the previous section. Within the Votiro
Dashboard, it will look similar to the below screenshot. As you see files coming through, you will
see incoming requests in the upper left-hand side.

1802
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1
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3
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| 75%
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R

THREATS BY FILE TYPE
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Within those incoming requests may be children files that are embedded in those primary files.
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This section indicates how much data is being processed in the Votiro Solution and how fast
files are being processed.

RECENT ACTIVITY

5 20 ez - 0.019 seen -
macro
Theeats detected
Files blocked
Mot O e O > > OO 4
TOP FILE TYPES TOP THREATS THREATS BY FILE TYPE
5%
5%
oo 2 OF GoCument e SO MACHD 1
&
75% ] 1
15%

Questions? Contact Us

Votiro Support Center: https://support.votiro.com/

Votiro Support Email: support@votiro.com

Partner & MSSP Support Email: menlo@votiro.com
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