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A Radically New Enterprise

The board conversation has changed. Five years ago, a CISO presenting to the board was explaining what a firewall
does. Today, they're explaining regulatory exposure, ransomware consequences, and whether the organization's Al
deployment strategy will survive its first incident. That shift didn't happen because the threat landscape got worse —
though it did. It happened because several forces reshaped the enterprise itself, and security moved from a technical

function to a strategic one whether the organization was ready or not.

Understanding those forces is the starting point for understanding what the CISO is actually managing in 2026.

Macroeconomic Pressure Has Changed What Security Spend
Needs to Justify

Boards are planning across multiple economic scenarios simultaneously. Capital budgets are under compres-
sion. Every function is being asked to demonstrate ROI, not just effectiveness. For the CISO, this creates a spe-
cific and difficult problem: security investment is most easily justified by incidents that didn't happen, and the
CFO has limited patience for that argument. Organizations are protecting strategically essential transformation
while cutting operational costs elsewhere. Security leaders who can connect their program to business continuity,
competitive differentiation, and regulatory risk reduction will survive those conversations. Those who can't will find

their budgets rationalized.

The pressure isn't temporary. Strategic flexibility, that is, knowing which investments to protect and which to question,

has replaced scale as the measure of organizational advantage in 2026.

Al Momentum Is Outpacing the Governance Frameworks
Needed to Contain It

Nowhere is the drive for business justification seen more urgently than in conversations around Al. Enterprises are
pushing for the productivity benefits touted by Al, but the security risks are real. The business case for Al is com-
pelling enough that saying no isn't an option, leaving the CISO in the position of managing risk they weren't given
the authority to prevent. This paper addresses the Al security challenges later, but the point here is simple: the same
executive urgency that is compressing security budgets is simultaneously accelerating Al adoption, and those two

forces are in direct tension.
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Geopolitical Instability Has Become a Structural Condition,
Not a Periodic Shock

Supply chain diversification, data localization mandates, and technology dependency mapping have moved from
contingency planning to board-level imperatives. A practical consequence for CISOs is that the regulatory landscape
is fragmenting faster than compliance programs can keep up. Data protection requirements vary by jurisdiction and
are inconsistent. Export controls affect technology partnerships. Friendshoring creates new third-party relationships

that carry their own risk profiles.

The CISO who walks into a board meeting in 2026 needs to have a position on data residency, not just data protection.

The distinction matters, and the board increasingly knows it.

Hybrid Work Isn’t a Policy Question Anymore, It's an
Architectural One

The workforce flexibility debate is settled. Organizations that don't accommodate hybrid and remote work ab-
sorb measurably higher attrition. What isn't settled is whether the technology and security architecture built to
support distributed work is actually sound. Most of it was assembled quickly, under pressure, and hasn't been

rationalized since.

The question for 2026 isn't whether employees work remotely. It's whether the security model governing how
they access data, collaborate, and use Al tools was built for the environment they're actually working in or was or

retrofitted for it.

What's Keeping CISOs Up at Night in 2026

There's a specific kind of exhaustion that comes with this role now. It's not the exhaustion of too much work —
security leaders have always had too much work. It's the exhaustion of accountability that has expanded faster

than the authority to match it.

The CISO of 2026 answers to the board on security posture, to the general counsel on personal legal liability, and to
the CFO on program ROI simultaneously, with the same budget, and against a threat surface that grew by an order
of magnitude while those accountability structures were being built. That's the condition. Everything that follows is a

consequence of it.

The Challenges Don't Stack — They Compound

Enterprise security in 2026 isn't defined by any single threat. It's defined by the simultaneous convergence of pres-
sures that individually would strain a mature security organization, but together create a compounding burden where

every challenge amplifies every other.
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The addition of Al into the enterprise is both an accelerant and a liability. Employees share sensitive data with
external Al tools faster than policy can govern it. Agentic Al systems, autonomous systems operating at machine
speed, through headless browsers, are being deployed without the governance frameworks their speed demands.
These agents can be manipulated, exfiltrate data before any human analyst can intervene, and execute consequential
decisions in milliseconds. The security implications of agentic Al aren't theoretical. They're active, poorly governed, and

exploitable in most organizations today.

Ransomware continues to be a top concern, but its nature has changed in ways that matter strategically. Today's
ransomware event is the final step in a prolonged attack chain that has already exfiltrated data, compromised
credentials, and mapped enterprise infrastructure before a single file is encrypted. The damage isn't measured in
recovery time anymore. It's measured in regulatory exposure, reputational loss, and the weaponization of customer,
employee, and partner data against the organization. That shift changes what prevention means, and what the board

needs to understand about it. And, as we will discuss later, Al plays a role here, too.

Identity sits at the center of nearly every attack chain. Non-human identities, including service accounts, automat-
ed pipelines, and Al agents now outnumber human users in many enterprises, carrying privileges that were granted
without the governance frameworks applied to human access. When any identity is compromised, the blast radius
extends across every connected system, including third-party environments the organization can't directly control.
Supply chain risk amplifies this: the organization's security posture reflects the weakest link among its vendors and

technology providers, over whose security controls it has limited visibility and no direct authority.

Governing all of this against a fragmented regulatory landscape adds a layer of complexity. Data protection mandates,
sector-specific requirements, and emerging Al governance frameworks create compliance obligations that vary by
jurisdiction, are applied inconsistently, and carry material financial penalties alongside growing personal liability for the

leaders responsible for them.

Two structural constraints make every other challenge harder. The historical accumulation of point solutions has
produced tool sprawl, which in turn has produced alert fatigue, integration failures, and security gaps where so-
phisticated threats find entry. And a persistent talent shortage, which is the worst in Al security, where demand has
dramatically outpaced supply, limits the team's capacity to operationalize new solutions at the pace the environment

demands.

These aren't separate problems. They are a single, interconnected business problem — and the CISO who treats

them as such will be ahead of the curve.
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The Browser as a Nexus: Many Concerns,
One Convergence Point

All of the issues called out above converge in one specific place: the browser session. The browser is where
employees work, where many Al agents operate, where data moves between sanctioned and unsanctioned tools,
and where most attacks now arrive. Network security secures the pipe. Endpoint security secures the machine.
Neither protects what happens inside the browser session itself. That's the gap that connects ransomware chains,
identity exposure, Al governance failures, and data loss, and it's the gap that most security programs haven't fully
closed. The browser is not one more place for enterprise risk. It is the only place where all of the things keeping

you up at night are happening at the same time.

Al Operates Through the Browser — In Every Form It Takes

Enterprise Al engagement happens across three distinct modes, and the browser is the operating environment for
all of them. As you might expect in a technology that is evolving as fast as Al, it is possible to refer to these tools in

several ways. While many of these tools use the browser by definition, some may only use it incidentally.

In prompt-response, or conversational interactions, employees access external Al tools through web interfaces,
transferring context and sensitive data through sessions that security teams can’t see. Tool-using agents, which
augment purely conversational interactions, can wield additional tools such as APIs, code, and files to complete their
task. In human-agent collaboration, Al sidebars native to Chrome and Edge read open tabs, take action on behalf of
the user, and blur the line between assistant and actor, in workflows that existing security controls weren't designed
to govern. There are several categories of fully autonomous agents, including those that can operate a desktop envi-
ronment. In fully autonomous operation, Al agents navigate web interfaces, authenticate to applications, and interact

with systems that were built for humans and may have either no API or none that is sufficient.

In each case, the browser is the primary workspace where Al capability meets enterprise data. The absence of
session-level visibility isn't a gap the organization can defer. It's an active governance liability, and in most

enterprises, it's already being exploited.

Ransomware Starts in the Browser, Long Before the Ransom
Note Arrives

By the time a ransomware event becomes visible, the damage is already done. Today's attack chains are prolonged
and deliberate: credentials compromised, infrastructure mapped, and data exfiltrated, all before a single file is en-

crypted. The ransom is the final step in a process that may have been running for weeks.
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Those chains begin in the browser. Threat actors don't rely on brute force. They build malicious sites, run phishing
and social engineering campaigns, and serve malvertising. All of these exploits are designed to convince a user to
take an action that “opens the door.” The browser session, where that initial access happens, is outside the view of
conventional security tools, and Al tools are enabling threat actors to create and iterate on convincing exploits faster

and more easily than ever before.

For the CISO, that gap has a specific consequence. When a ransomware event becomes a regulatory event, and
increasingly, it does, the question the board and the general counsel will ask is whether the organization had visibility
into how the chain began. CISOs that have moved from a reactive, response-based security stance to a proactive

defense posture will fare far better in such situations.

Identity Governance Has a Browser-Shaped Blind Spot

Every browser session is an identity event. A human or an agent asserts credentials, accesses an application, and
transacts with data. Identity governance frameworks were built to manage access at the network perimeter or the

application layer. They weren't built to see inside an active session, and that's where the exposure lives.

For non-human identities, these gaps are often more pronounced. Al agents operating through web interfaces can
authenticate and execute transactions at machine speed and at high volume, with activity that traditional identity
governance, built around human lifecycle events and periodic access reviews, was not designed to oversee. As a
result, these agents frequently carry privileges granted without the lifecycle controls, scoping, and recertification ap-
plied to human access. And when an over-privileged agent is compromised, the blast radius can extend well beyond
its immediate system, potentially reaching connected and third-party environments the organization doesn't directly

control, depending on the privileges and trust relationships involved.

The browser isn't peripheral to the identity problem. It's
where the identity problem is most frequently exploited

and least effectively governed.
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Compliance Depends on Browser Visibility Most
Organizations Don't Have

Regulatory requirements have moved beyond data inventory. GDPR, HIPAA, SEC disclosure rules, and emerging Al
governance frameworks increasingly require organizations to demonstrate not just what data they hold, but how it

was accessed, by whom, and what was done with it.

That requirement runs through the browser. Network logs record that a connection was made. They can't record
what was read, copied, pasted, or submitted within the session. For most enterprises, the browser session, where

regulated data is most actively touched, is the least instrumented point in the compliance architecture.

That gap isn't a technical limitation, but it can become a significant compliance liability.

Tool Sprawl and Talent Scarcity Share the Same Root Cause

Security teams are already stretched. Managing alert volumes that outpace analyst capacity, maintaining integrations
that create as many gaps as they close, and trying to build expertise in Al security faster than the talent market can
supply it — that's the operational reality for most security organizations in 2026. Adding another point solution doesn't

solve it. It compounds it.

Consolidating visibility, threat prevention, data security, and access governance into a single browser-based layer
addresses both constraints directly. Fewer tools means fewer integrations to maintain and fewer gaps to defend.
Your team manages one security layer across the surface where most risk now lives, without the overhead that point

solutions require and without sacrificing the coverage the threat environment demands.

The Common Thread

These are not separate issues but one problem showing up across seemingly unrelated issues, all connected by the
browser. Ransomware chains begin there. Identity events happen there. Al operates there. Regulated data moves

through there. And the tools meant to secure everything else stop at the browser’s edge.

Closing that gap doesn't require rebuilding the security stack. It requires adding visibility and control at the layer

where the stack currently ends.
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The Menlo Browser Security Platform

One Architecture for a New Reality

The challenges established earlier in this guide aren't a collection of separate problems awaiting separate solutions.
And these issues all manifest in the same place: the browser session. The architecture meant to address them must

also operate there, with a unified view across every actor, every session, and every risk.

That is the design premise of the Menlo Browser Security Platform.

One Policy Plane for Your Entire Workforce,
Whether Human or Not

The enterprise workforce in 2026 is hybrid in a way that goes beyond remote and in-office employees. It includes
Al agents — autonomous systems operating at machine speed, through headless browsers, across applications that
were built for humans. Most security architectures were designed for either humans or agents. None were designed

to serve both simultaneously.

The Al governance problem has two dimensions that most security architectures address separately, if at all: the risk
that employees could expose sensitive data to external Al tools, and the risk that autonomous agents create threats

the organization can't see or control.

The Menlo Browser Security Platform governs both populations under a single policy framework. The same control
plane that enforces threat prevention, data security, and access governance for a human user is applied with the
same rigor to an autonomous agent running in a disposable cloud container. That means the full spectrum of work-

force requirements can be handled in one place, regardless of the actor, the channel, or the device.

This matters because the accountability structures described earlier don't distinguish between who caused an incident,
whether a human who was phished or an agent that was manipulated. The board, the general counsel, and the regula-

tor ask the same questions either way.

The Menlo Browser Security Platform features two sets of functionality, running on the same innovative Menlo

architecture.
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Menlo Agent Runtime Security (MARS)

MARS brings security into the world of agentic Al. MARS acts as a protective cloud runtime that executes all agent
browser sessions in remote, disposable containers. It strips malicious scripts, hidden instructions, and steganog-
raphy from the pages and files requested by the agent before the agent processes them, neutralizing threats at
machine speed and empowering the enterprise to scale their agentic strategy safely. For autonomous agents, the
platform’s secure cloud runtime addresses the second dimension. Agent sessions execute in remote, disposable
containers. The 80% of enterprise data trapped in legacy applications that lack APIs becomes accessible through
Menlo’s managed abstraction layer, without the years of application modernization that direct access would re-
quire. Agents get the data they need. The organization retains control over what they can reach and what they can
do with it.

Secure Enterprise Browser

The Menlo Secure Enterprise Browser is a unified solution that protects both the user and the enterprise. Users

can continue to work with the browser that they know, whether on a managed, BYOD, or unmanaged device.
Menlo's elastic cloud-based architecture neutralizes evasive zero-day and file-borne threats, protects sensitive data
from exfiltration, provisions selective access to internal applications and resources, and constrains Al agents within

the browser.

Al Governance That Your Enterprise Can Work With

For the human workforce, the governance gap is behavioral as much as technical. Employees are using brows-
er-based Al tools, including ChatGPT, Copilot, and Gemini to accelerate their work, with or without a policy governing
it. Blocking access is rarely sustainable; the tools are too useful and the workarounds too easy. The practical require-
ment is a control that lets employees work with Al freely while ensuring sensitive data doesn't travel with them into

external models, ensured by a combination of Browser DLP and Al Adaptive DLP.

Browser DLP: Data Protection at the Point Where
Data Actually Moves

Traditional DLP tools were designed for a world where data moved through managed endpoints and controlled
network paths. Menlo’s browser-level DLP operates where data actually moves in the modern enterprise: inside the
browser session. Uploads and downloads, copy-paste actions, form submissions, email, collaboration tools, cloud
storage, and SaaS applications are all governed through the same platform. Controls can be applied based on user/

group, domain, traffic category, and more.
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Al Adaptive DLP Protects Sensitive Data Without
Blocking File Access

Menlo Al Adaptive DLP solves the issue that traditional DLP tools simply cannot—how to protect data without
interrupting workflows by blocking access at the file level. Using Al-powered detection rather than cumbersome
regex-based configuration, it identifies and masks PII, PHI, financial data, and corporate IP within browser ses-
sions, across uploads, downloads, email, collaboration tools, and Al interfaces, before sensitive data can leave the
organization’s control. The sensitive content is masked. The employee continues working. No help desk ticket. No

false positive that blocks legitimate work.

Closing the Ransomware Chain Before It Starts

The groundwork for ransomware begins long before enterprises are alerted to what could be an attack. Phishing
emails, malvertising, and social engineering campaigns are all designed to trigger an action in a browser session,
often by users themselves. Conventional security tools don't see inside those sessions. They see the connection,

not the content.

Menlo Threat Prevention operates differently. Menlo Highly Evasive Adaptive Threat (HEAT) Shield combines mul-
timodal visual analysis, full DOM inspection, domain and URL intelligence, and Google Gemini Al-powered content
analysis to assess content in real time. The combination stops even zero-day phishing and social engineering attacks
as well as even the most convincing fake websites. Malware built into dynamic web content is thwarted, as traffic
runs in an isolated cloud environment that strips out active content, neutralizing the threat before it reaches the user.
For agents, the same cloud environment strips prompt injections, malicious scripts, and steganographic content from

pages and files before the agent processes them. The result isn't detection and response. It is real proactive security.

Zero Trust Access: Securing Every User, Every Device,
Every Application

The perimeter security model of years past assumed that users inside the network were trusted and users outside it
were not. That assumption collapsed with hybrid work, BYOD, and contractor-heavy workforce models. Most securi-

ty organizations have accepted Zero Trust in principle. The harder question is where it's actually enforced.

Menlo Secure Application Access (SAA) enforces it in the browser, treating every device, including unmanaged
personal devices, as untrusted until validated, and applying least-privilege, identity-based access to both SaaS and
legacy applications. For employees, that means frictionless access to the applications they need, from any device,
without the VPN overhead that slows productivity and drives help desk volume. For contractors and external users, it

means onboarding in minutes rather than days, without managed endpoints or VDI infrastructure.
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The coverage extends to legacy applications that traditional Zero Trust solutions struggle to reach. Web-based and
legacy thick-client applications are accessible through the same platform, giving the enterprise a practical path to
reduce or replace VDI deployments without leaving an entire class of applications outside the access control frame-
work. SAA also provides valuable protections to your internal applications and resources, as well. That means even

an infected device cannot spread the exploit internally.

Governing Identity Where Identity Risk Actually Lives

Identity governance frameworks were designed to manage access at the network perimeter and the application layer.

They weren't designed to see inside an active browser session, which is where identity risk in 2026 actually lives.

Every browser session is an identity event. The Menlo platform provides deterministic, session-level visibility that
perimeter-based identity tools cannot. For human users, that means full context on what was accessed, what was
entered, and what was extracted, the audit trail that compliance frameworks are beginning to require. For non-human
identities, it means something more fundamental: the ability to enforce least-privilege access controls on agents, air-
gap them from application servers to prevent lateral movement, and operate between the agent and its data sources
before sensitive data can be harvested. An agent operating through the Menlo platform cannot access what it hasn't

been explicitly permitted to access. Every action it takes is logged in a tamper-proof audit record.

File Security That Doesn'’t Force a Choice Between Safety and
Productivity

Files are a primary malware vector, a primary data exfiltration channel, and a primary workflow tool, all at the same
time. Most file security approaches resolve this tension badly: block everything suspicious and accept the productiv-

ity cost, or trust detection alone and accept the risk. Neither is a defensible position in 2026.

Menlo File Security takes a different approach. Rather than detecting malicious content and deciding whether to block,
it assumes every file is potentially malicious and immediately deconstructs it, removing embedded malware, malicious
macros, and exploit code, then reconstructing a clean, fully functional file using only components verified to be safe.

The file arrives in the user's workflow in near real-time, in its original form, with formatting and functionality intact. The

threat is gone. The productivity isn't.

Compliance Visibility That Survives an Audit

The regulatory requirement is no longer simply to have controls in place. Organizations must demonstrate how data
was accessed, by whom, and what was done with it. For most enterprises, that requirement exposes a gap: network
logs record that a connection was made, but not what happened within it. Browser sessions, where regulated data is

most actively touched, remain the least instrumented point in most compliance architectures.
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Menlo's unified session visibility closes that gap. Every session, human or agent, generates a complete session flow
record, including what was accessed, what data was exposed, what actions were taken, and what controls were
applied. And Menlo Browsing Forensics, which can be triggered by your choice of criteria, features a rich set of tools,
including the Forensics Viewer which makes delving into a browsing session as easy as pressing Play. All Browsing
Forensics recording packages are immediately stored in the customer’s choice of cloud storage; Menlo does not
retain the recordings nor does it have any access to them. That record is available for audit, for incident investigation,

and for board reporting. When the questions come, and in 2026, they will, the answers exist.

Addressing Tool Sprawl and Talent Scarcity from the
Same Control Point

The two structural constraints identified earlier share a common aggravating factor: complexity. Every additional
tool in the security stack is another integration to maintain, another alert queue to manage, and another domain of

expertise to staff.

The Menlo platform consolidates threat prevention, file security, data loss prevention, Al governance, Zero Trust
access, and session visibility into a single browser-based layer, across every human session and every agent

session, simultaneously. The team manages one architecture across the surface where most risk now lives. Alert
fatigue decreases. Integration gaps close. The expertise required concentrates rather than scatters across a sprawling

toolset. A lean team maintains meaningful coverage without the overhead the current point-solution model demands.

The Architecture Today’s Enterprise Requires

The challenges described in this guide aren't going to get simpler. The regulatory environment will continue to
fragment. Al adoption will continue to accelerate faster than governance frameworks can keep up. The attack

surface will keep expanding.

What changes with the right architecture is the organization’s posture within that environment, not detection and
response after the fact, but prevention before exploits happen. Enterprises need a security layer that operates where
work actually happens and governs humans and agents under the same framework, closing the gap connecting

every issue identified in this guide.

The browser isn't one more surface to secure. It's the
surface. And a platform built for it is the answer that
enterprises require.
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The Decision in Front of You

Every CISO reading this guide is already managing the environment it describes. The worries posed by uncon-
trolled agentic Al on top of the governance gaps that you're already dealing with, ransomware chains, the identity
blind spots, the regulatory pressure, the files that arrive clean until they don’t, the DLP tools that stop at the
browser’s edge, the understaffed team working through a tool stack that wasn't built for this moment — none of it

is theoretical. It's the operational reality of 2026.

What this guide has tried to establish is that these challenges share a common source. They converge in the

browser session, the workspace where your employees spend most of their day, where your Al agents are already
operating, where your regulated data moves most actively, and where your existing security tools currently stop. That
convergence isn't a coincidence. It's the architecture of the modern enterprise, and it's the reason browser-native

security isn't an addition to the security program. It's the foundation the rest of the program has been missing.

The decision in front of you isn't whether to address the browser security gap. The ransomware trajectory, the
regulatory environment, and the pace of Al adoption have already made that decision for you. The decision is
whether to address it with an architecture built for the problem, one that governs threat prevention, file security,
data protection, Zero Trust access, Al governance, and compliance visibility from a single control point, or to

continue extending tools designed for a different surface, a different workforce, and a different threat model.

Your board is asking about Al governance. Your general counsel is tracking regulatory exposure. Your CFO wants
to know whether the security program’s ROl can be demonstrated. Your security team is managing alerts that don't
give them the context they need to act. These aren't four separate conversations. They're the same conversation.

And the browser session is where the answer to all of them lives.

Menlo was built for this. Not as a response to current conditions, but as an architecture designed around a
conviction that took shape more than a decade ago: that the browser would become the primary surface of
enterprise risk, and that protecting what happens inside the session, not just around it, was the only model that

would hold. That conviction is now the consensus reality of the 2026 enterprise.

The window for deliberate architecture is open. The question is whether your organization moves through it with a

plan, or waits until the next incident forces the conversation.

About Menlo Security
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online, reducing the operational burden on security teams.

Menlo protects your users and secures access to applications, providing a complete enterprise browser solution. With Menlo, you can deploy browser
security policies in a single click, secure SaaS and private application access, and protect enterprise data down to the last mile. Secure your digital
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